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Abstract

Information assurance focus is on one of the thmegor tenants: confidentiality, integrity, and dsaility.
Undertakings in each have indeed improved the tseurity of current information systems. Thésearch seeks
to promote Information Assurance ethical awaren@sbrief discussion on ethics and moral developrmadahg
with related works of Plato, Aristotle, Kant andIMvill follow a report on the current conditionsié challenges to
our profession. Ethical case studies were develdpe examining a limited collection of infamous iaos
implemented in the name of information assurar®g understanding the past, the goal is to produerary tool
kit that can lead to ethically sound decisionshie development of future security systems.

1. Introduction

As rational beings, humankind has always had treammy ability to process and store information fritma
surroundings. With acquired knowledge, humans ltagated tools to manage their environment. Roftlecalls
this process the power of “original thinking” arttht the acquisition this power has greatly acctderthe process
“natural evolution.”According to Kurzweil [2], eaclepoch” progresses more rapidly because it istbol
advancements introduced in the previous. Oortmer$3k suggests that Darwin’s evolutionary theory thé
survival of the fittest is augmented by progressilevelopment. None the less, Brattain [4] stated, t'the
scientists and technologistsof humans proper societal role. According tonBgn [5], Donn Parker of SRI
International in Menlo Park, California allegeil $eemed that when people entered the computéerctrey left
their ethics at the dodt For Watson [6], however, it boils down to a teatof trust between computer
professionals and the communities in which theyesefThe general public often does not understand teloigyo
they put their trust in those who providg’ itWatson maintains. Rapalus [7] reported “mostkhattempts are
perpetrated by juveniles on joy-rides in cybersgdazordingly, the 2002 CSI/FBI Computer Crime aBdcurity
Survey [7] reported 74% of all computer crimes wesaducted through an Internet connection. Thalrr of
Internet crimes had doubled from 1996 levels. @lth the survey only had 25 respondents who coudthtify
their financial losses, their cumulative loses hesit a staggering $459,755,245.00. To Power [&], durvey
confirmed that threats from computer crimes andrimfition security breaches continue to be “unabatetithat
the financial toll is mounting.”

Lenarcic [9] emphasizes software complexity iskfayond the cognitive bounds of any one individued that
a single simple error can “peculate” through arrergystem with devastating results. Brooks amtkshas [10]
claim attacks on the information infrastructure atactive because of low cost, high profile, &gffect, ease of
implementation, and difficulty to trace. Moreové&ndicott-Popovsky [11] noted the perceived anomyran the
Internet fuels one’s willingness to break the lawiwo and Heikkuri [12] suggest misuse of technglagn be
modeled and defer to the four component MOMM maateposed by Carroll [13]. The MOMM components are
Motive, Opportunity, Means, and Method and each isneadily enabled in cyberspace. Finally, Schumweaand
Welch [14], citing the rapidly evolving treats aodmplexity of networks, have suggested that thellenever be a
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“silver bullet” technical solution. Threat modebs;cording to Brown and Laurie [15], have to assamowerful
adversary, one with access to all communicatiorksland insecure data and systems.

As Schumacher and Welch [14] report, Defense AdedriResearch Projects Agency (DARPA) research has
demonstrated that defenses are much more effegtiea they include planning from the attacker’s paifview.
Likewise, Schumacher and Welch as well as othesk as Brooks and Vutsinas [10] include referenoas tthe 4'
century B.C. bookArt of Warby Sun Tzu, in their discussions about informatssurance. Fundamentally, Tzu
taught that in confrontation; one must know theieray.

2. Thelnformation Assurance Education Dilemma

By applying Tzu’'s advice, many effective informati@ssurance curriculums now include attack toold an
methodologies. While recognizing the mastery athsmaterials could be open to misunderstandingol&and
Vutsinas [10] argue that to do otherwise would Beless. Endicott-Popovsky [11] maintains that mstuglents
who find this discipline to be exciting and intdierg must also learn the serious side of this suilgeong and have
a thorough understanding of the serious conseqadocenisguided behavior. Schumacher and Weldhdancur
by calling for ethical considerations when teachimg potentially dangerous knowledge. Leiwo areikdduri [12]
have acknowledged that ethics should be an impoféaet of comprehensive information assurance atitut As
a result, Zlatarova [16] suggests students somstignaduate with little or no knowledge of the eghiprecepts
required to cope with many of the everyday cybersgebulations. Lenarcic [9] attributes this betfact that many
IT curricula found at the university level are aWas excessively procedural subjects that ofterdpato the era’s
commercial fashions. Dudley-Sponaugle and Lidtkd jasist the reluctance to teach ethics eithea atandalone
course or as a module within another course isusecenost computer science faculty have had littlecoethical
background or training. According to Watson [@hieal dilemmas seldom have black or white soligjaften the
solutions are shades of gray without a single rightwrong answer leaving engineers to search feir thest
personal solution. Finally, Payne [18] conterfutst ta common mistake among those without specHioihg in
ethics to assume that ethics is somehow intuitive.

3. Ethics Defined

Leiwo and Heikkuri [12] maintain the purpose ofiethis twofold. First, it is to find criteria toislinguish
between good and bad. And secondly, ethics aimsaimote good desires and discourage bad ones.ad@irding
to Lenarcic [9] ethics is not to be confused withgohatic morality or legalistic absolutes. So, jusdtat does it
mean to be ethical? Many great minds have tadkiedold question. The nineteenth century phildssplohn
Stuart Mill belabored this fact in his papdtilitarianism (reprinted by Burtt [19]). Mill wroteAfter more than
two thousand years the same discussions continbitgspphers are still ranged under the same contend
banners, and neither thinkers nor mankind at lasgem nearer to being unanimous on the subject, wien the
youth Socrates listened to the old Protagdtas

Popkin and Stroll [20] explain that in classicahies attempts are made to answer one or both ofbiaaic
questions:“What is the good life for people?and “How should people act?” Clearly, the answers to these
questions are open to interpretation and, as dtréso main ethical camps have emerged. Theyte®bjectivists
and the relativists. According to Weckert and Aelerf21], objectivists believe moral truths hold tfgpod”
independently of one’s likes or dislikes, whereaativism can be viewed as either “cultural” or ‘ralj relativism.
Cultural relativism, as they explain meamadtral values are relative to the particular cultuoé the society that
accepts thefhnand that moral relativism is “where moral judgreseek neither approval nor disapproval from
one’s culture or society, but rather, it comes fromeself’ [21]. Regardless of one’s ethical positipeople have to
make a choice when faced with an ethical dilemmhere are three modes to ethical analysi@mative ethics -
development and justification of rule€thics of virtue - questions of personal character; &odial ethics - how
society supports or is affected.

Leiwo and Heikkuri [12] maintain that there twosba approaches to ethical analysis. Accordinghg t
deontological approach where rules pertaining tatvahould or should not be done are predefinedfaliaved,
and the consequential approach where merit is bas¢lde outcome instead of the action. Accordmgdiwo and
Heikkuri [12], information security specialists teio the deontological. Deontological ethics ®dteat there are
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things that should be done and things that shooiidea done. Virtue is seen as an end of ethidalites. Finally,
Watson [6] provides the following list that sholdd taken by engineers to prepare for ethical dilasimThe list
which can be applied to computer science and thedsciplines of information assurance and secunigjude:
Understand the basics of engineering ethié®eview personal values associated with engineering etbieselop
awareness of ethical concerhsarn to identify early signs of ethical situations; alydply engineering principles
to determine appropriate solutions.

4. Four Philosophers

Dudley-Sponaugle and Lidtke [17] have indicated thare is neither an agreed upon group of ethiwdries
are consistently used nor can all theories be pteddn teaching computer ethics. Accordingly, fbeus of this
discussion is limited to the views of Plato, Arit#o Kant, and Mill as presented by Popkin and IS[29].

For Plato, (c. 427 BC — c. 347 BC), finding “theogd was an intellectual quest. Plato believedgbhed was
like mathematical principles which exist indepentiefrom mankind. That is, no matter how hard wetb prove
otherwise; the absolute principles of 2 + 2 willvals produce 4. Like math, Plato was convincedgibed only
provided the one and only right answer. Plato lfirbelieved that once someone discovered and tmterstood
the nature of the good, that person would neveinaganmit an evil act. Thus to benefit societyatBlurged for all
young people to study the good, especially thetyofithe ruling classes.

Aristotle, (384 BC — 322 BC), was one of Plato’sremaotorious students. However, Aristotle had [mois
accepting the absoluteness of the good. Througlsthiies, he made two observations about whaeigdod life
for mankind: 1.) the good life consisted of thentys which made us happy and 2.) no two people asfieved
happiness in exactly the same way. From thisstéilie deduced that right action for any givenatitan had to be
as unique as the person committing the act. Toraowdate his intellectual position, Aristotle prepd the
“Golden Mean” which states that the right action éme to choose was actually one of the many plessight
actions falling in between extreme actions and thataction chosen would be the one best suitethéomdividual
making the choice. He also advocated the youttet@lop virtuous habits early so that they may dttelb prepared
to exercise the Golden Mean later in life.

Jumping ahead 2,000 years, we find Immanuel K&i24 — 1804). Certainly, there were several o¢hieical
theories proposed between the time of Aristotle lhadt; however, Kant sensed a societal need farict and well
defined moral guidance. Since Kant believed inftee will of all individuals, he also believed th@eople had the
freedom to determine their own actions and theyeviredividually responsible for the actions they b0 Thus, he
said it was people’s duty or obligation to alwaymnduct ourselves in the right way despite any detir do
otherwise. To help people make the right decsidtant introduced “the categorical imperative.’eT¢ategorical
imperative had two parts. First, it mandated pedpl choose an action that could become a univéasal
Accordingly, certain activities such as lying andating would never be committed because a unil/éasabased
on these activities could never be establishedsegond feature of the categorical imperative stifgsl that one
should never impede another’s free will as a méaas end.

Shortly after Kant, the “greatest good” principlasweveloped by John Stuart Mill, (1806 — 1873) atfers.
In his Utilitarianism (reprinted by Burtt), Mill declared Kant's work &s landmark in the history of philosophical
speculation.” However, Mill and the utilitarian reEment sought to separate one’s action from onedeiling
motives by determining the virtue of any actionnfréhe consequences. They believed the best astisrthe one
which would provide the greatest good for the grglamount of people. Therefore, an immoral actiond be
justly committed if it provided more good than tadian alternate moral action [19].

Leiwo and Heikkuri [12] report that hackers havedi®lato to justify their motives. Accordingly,dkers tend
to see themselves as searchers of something mamekttowledge akin to the following Plato passageinged by
Russell [22]: ‘A philosopher is a lover of wisdom. But this i tiee same thing as a lover of knowledge, in the
sense in which an inquisitive man may be said\e lmowledge; vulgar curiosity does not make agsiipher”
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5. Use Cases

According to Zlatarova [16], “discussing case &ady analyzing and judging appropriate real andginary
situation is very helpful because of the strongriespion and influence left by the concrete exangbleuman
behavior and associated consequences offered ioah&idered case.” Lenarcic [9] likens case studiie“the
ancient art of storytelling in the guise of parableminiscent of Aesop and his progeny.”

The goal of using cases, Herreid [23] claims, isetach process rather than content in order toldevegher-
order learning skills. By providing a limited ethics theory backgrounde tstudy of ethical cases appeal to the
students own experiences, a central tenet of tloastecuctivist” teaching approach. According to tHyR4],
advocates of a constructivist approach suggest @batators should create a curriculum that can rek@nd
develop the students’ already existing knowledge experiences with new learning. Certainly uniitgrievel
students should possess some preconceived notiaigho and wrong. None the less, Endicott-Popgvekl],
after reviewing the 2002 CSI/FBI report, note thegns are committing the majority of computer csnand
speculates that many information assurance studestsmore than likely to have had previously inddign
qguestionable computer activities. Cases comeanynforms and not all cases are created equally [25

Mindful that a good case can be based on eithéiorémaginary facts, the following example casdased on
a factual “Napster” case presented by Spinello [26he bookCase Studies in Information Technology Ethithe
case entitled “The day that the music died” istdptio three main parts. Part one sets the scedérdroduces the
fictional characters Ann, Bob, David, and Mallorpievare college students with a vested interestt tRa tells the
Napster story and part three presents the recorndidgstry’s point of view and reviews their laws@igainst
Napster. Each part is followed by a series of tiaes whose themes range from case facts to etticaiderations
with the intent to force critical thinking. FingJlend notes supply the final outcome, references) fSpinello’s
original work, and ethical map.

6. Conclusion

The above observations provide evidence that inpcden society, information is greased. It movee lik
lightning and will have application and reapplicat that are impossible to imagine when initialhiyezed in to
computer field. Ethical policies for the use anstrdution of information must take into accourg gocial nature of
information, even as they recognize the legitimgtems of the producers which give basis for coasity the
interest of the rest of society, in addition togbmf the developers. Dispute occurs in every huemaleavor and yet
progress is made. Computer ethics is no differethis regard. If we naively regard the issuesanfiputer ethics as
routine or, even worse, as unsolvable, then weiragreatest danger of being harmed by computemtgoly.
Because the computer revolution now engulfs th&eemtorld, it is crucial that the issues of compugghics be
addressed on a global level.
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